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ABSTRACT

Data visualisation is often an area neglected by programmers because it requires more skills
and time to do properly, and does not seemingly add any new function ality to software since it
just shows the resultant data in a new way. However, good visual interfaces and visualisations

can vastly improve the time it takes to complete a task, reduce errors, increase concentration

and allow a better knowledge of the data.

This project explores visualisations for forensic investigations, using web history analysis as an
example area in much need of visual tools. A web visualisation tool called Webscavator was

created and its effectivenessevaluated against a non-visual tool, Net Analysis .

Many of the problems Net Analysis has are common to forensic tools t the dataset is large and
cluttered because it is presented in onelarge table. The program provides very little to help the
investigator analyse the results, so a large amount of time is spent filtering the table into a more
digestible size. The table format also makes it difficult to explain results to those not familiar

with the software, such as police officers.

Three digital forensic investigators took part in usability tests comparing Webscavator to Net
Analysis. The results indicated that Webscavator improved the accuracy, speed and confidence
Of wUOT 1 wx EUUD E RuesidhbbireJresit®ibdichtdd Uhat the visualisations would be
useful in forensic investigations, and would increase efficiency, reduce errors, allow more
focused attention and allow non -technical people to understand the results better. These results

can be generalised, furthering the argument that visualisations make data easier to interpret.
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CHAPTER INTRODUCTION

As the prevalence and usage of networked computer systems increases, the chances of these
computer systems being involved with criminal behaviour logically also increases. The field of
digital forensics has grown rapidly over the last decade due to the rise of the internet and the
associated crimes, andalthough the ideas are well established, the discipline of digital forensics

is still new and developing (Fei, 2007)

30EEazUwWEDPT PUEOwI O Whundredd Bf spadiity and) whifde Bppliddtian sdiwhee ?
packages andhardware devices that could qualify as cyber forensic tools...hundreds of utilities
available for the same taske (Marcella & Menendez, 2007). The basic requirement of any
computer forensic tool is to convert specific files int o a human readable format and leave the
analysing to the forensic investigator. As this dissertation will show, the analysis is often quite

difficult and time consuming.

Data visualisation is often an area neglected by programmers because it requires moreskills
and time to do properly, and does not seemingly add any new functions to the software since it
just shows the resultant data in a new way (Hitz, Robadey, & Ingold, 2000). However, good

visual interfaces and visualisati ons can vastly improve the problems described.
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Chapter 1: Introduction

This project will explore using visualisations for forensic investigations, using web history
analysis as an example area in much need of visual tools. This project will create a visual tool

called Webscavabr, and evaluate its effectiveness against pre existing nonvisual tools.

1.1 WEB HISTORY ANALYSIS

Web history analysis is a common and important part of a digital investigation. It involves

examining and analysing what users of a computer system have been viewing on the World

Wide Web through their internet web browsers. " UDPUDPEEOQuwIl YDPEI OEl wEEOWEIT wi O
browser history, including websites visited, searches conducted and web-based email. In cases

involving crimes predominately carried out u sing web browsers, such as child pornography,

identity theft and credit -card fraud, web history analysis can play a vital role in convicting or

exonerating a suspect. In other cases, web history may provide an alibi, a general user profile or

behavioural patterns. Web history can also provide crucial evidence in crimes unrelated to

computers, such as in the case of Neil Entwhistle who was convicted of murdering his wife and
EEEAwWEEUT T Ul UwEI U1 Uwi OUl OUPEwWHOYI UUDT BI QuBlwd Gaid Euw
POwl PUWEOOx UUIAFR,200® 1 Ewi PUUOUA w

371 Ul wEUI wOEOawkPl EWEUOPUI UUWEYEDPOEEOI Owl EET wi EYDC
usage history. The most common browsers are Internet Explorert, Firefox2, Google Chromes,
Safari* and Operas. The history files produced by the browsers are not in a human readable
format and parsing them requires external tools. For example, Internet Explorer stores usage
history in several index.dat files, located in various differ ent places depending on the version

of Windows. The latest version of Firefox stores its web history in SQLite databases.

1 http://www.microsoft.com/windows/Internet  -explorer/default.aspx
2 http://www.mozilla -europe.org/en/firefox/

3 http://www.google.co.uk/chrome

4 http://lwww.apple.com/safari/

5 http://www.opera.com/
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There are several forensic tools that currently analyse browser history, some specializing in a
particular browser (such as Pascd@ for Internet Explorer) and others which analyse a few
EPi i1 Ul OUWwEUOPUI UUwpUUET UE lotennettEQpiom@ £ Bréfgx,(Baférilaid DU UOUD
Opera). Complete forensic toolkits such as EnCaséand Forensic Tool Kit? (FTK) also have the

ability to analyse many different browsers.

12 LAYOUTOF DISSERTATION

This chapter has introduced the area of web history forensics and the motivation for this
dissertation. Chapter 2 describes the research questions and the methodology carried out to
answer the gquedions. This includes how usability studies with computer forensic investigators

will be conducted and the design, implementation and testing considerations of the application.

The next three chapters ae a literature review: Chapter 3 describes the five man web browsers
EYEDPOEEOI wUOEEAwWEOEwW! ObPwUT 1 & wUU @ddsaibg$ domelbOtheUz Uw OO
main forensic tools used to extract web browser history and their benefits and limitations and

Chapter 5 explores the different types of visualisations that exist and reviews current research

in visualisations for computer forensic investigations. Chapter 4 draws upon an analysis of

current tools and interviews with forensic investigators and their thoughts on the tools they use.

Chapter 6 describes Webscavator, the visualisation tool developed. The details of the
application such as user and developer documentation can be found in the appendix. Chapter 7
evaluates the results of the usability tests. Finally, Chapter 8 concludes with a summary and

further work.

6 http://www.foundstone.com/us/resources/proddesc/pasco.htm

7 http://download.cnet.com/Web -Historian/3000-2653_410373157.html
8 http://www.guidancesoftware.com/

9 http://www.accessdata.com/forensictoolkit.html
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1.3 TERMINOLOGUSEIAND NOTES

The phrase digital forensics and computer forensics are both used interchangeably to mean
?the science of acquiring, retrieving, preserving, and presenting data that has been processed

electronically and stored on computer medl&ruse & Heiser, 2001)

A visualisation is an image, diagram, graphic or animation that is a representation of some data

to give a better understanding of the data.

Webscavator is the name of the application developed here. It is an amalgamation of the words

website and excavator.

This dissertation will only consider desktop browsers and not mobile phone or PDA browsers.
The examples used will be mostly Windows based, however the underlying file formats and
descriptions should be applicable to all operating systems that support the browsers in

guestion.



CHAPTER 2: RESEAREHHODOLOGY

2.1 PROBLEM STATEMENT

The output from most forensic tools is either a structured file or a spreadsheet embedded in the
U O O aserzinterface. In most cases, the embedded spreadsheet can also be exported to a
structured file. Web history analysis is a good example where most of the tools available behave

in this way.

The basic task of a web browser analyser program is to convert browser history files into a
human readable version. Some more sophisticated programs (such as Net Analysig9) can filter,
sort and search the resulting data, but most programs do not perform any functions on the

resultant data.

It is up to the forensic investigator to make sense of the data and find what they are looking for.

There are many problems faced when presented with large amounts of data. The list below

10 http://www.digital -detective.co.uk/netanalysis.asp

5



Chapter 2: Research Methodology

explains some of them in relation to web browser history. These problems are by no means

unique to this category.

1. The files are very big. The files stores every single website visited since that browser was
first used. Even if the user clears their history or temporary internet files from within the
browser, their usage history files are not necessarily cleared (dexdat fil es for example). If the
suspect is a heavy internet user and has had their computer for some time, the history
information can be hundreds of thousands of entries long. For example, using
61 E' PUUOUPEOOWEWEUOx wOil wUOT 1 wE U U efrrigg forwheéogetbd | OB wi B
from July to December 2009. Going through this many entries carefully is time consuming,

labour intensive and error -prone.

2. Each entry is a piece of text. The investigator has to read each field to understand its
meaning and significance. With such large files, this is a daunting task, especially if the

investigator does not have anything specific to search for.

3. Correlations, patterns and anomalies are difficult to spot between lines of text. For example,
similar websites (such asdifferent sub domains of a particular website) do not immediately
jump out and nor do usage patterns. In a spreadsheet format, columns can be sorted
alphabetically, numerically and by time, however they cannot be easily grouped and
categorized effectively as the software does not understand the domain of the data.
Similarly, showing anomalies is impossible as generic spreadsheet software does not know

what to look for.

4. Questions cannot be asked about the data. Spreadsheets offer limited searching and sortig
facilities, but cannot query the data without the domain specific knowledge the investigator

has. Basic graphs can be made as crude timelines, however Excel has a limit to the amount
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of data points it will draw on a 2D graph (32,000 1) which is not even enough for the

EUOUOT OUzUwi REOxOI wi YT OWEEOYI 8w

5. The data is difficult to present to those who are not technically minded. Forensic
investigators need to convey their analysis of the data to police officers, lawyers and
members of the jury. This may require a lot of additional explanation if the results are in

tabular or spreadsheet format.

Forensic investigators can waste significant amounts of time attempting to interpret these large
files which are not correlated or meaningful. They also require high leve Is of concentration,

patience and tolerance for error.

2.2 RESEARCH QUESTIONS

The problems above prompted the following research questions to be covered in this

dissertation:

1. How do current forensic investigators use web history information and whahamutrent problems

with the tools available?

Digital forensic investigators will be asked what tools they used to analyse web history, what
they look for when sifting through the data, and what kind of problems they face. Three
investigators will be inter viewed, two eDiscovery specialists who work for a large financial
company and a forensic investigator for the Scottish Crime and Drug Enforcement Agency.
Research will be carried out into what web browsers produce and how current tools display the
data. Limitations of these tools will be investigated. This will form part of the literature review

for this thesis.

2. What visualisations would be appropriate?

11 http://office.microsoft.com/en -us/excel/HP051992911033.aspx

7
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Following on from the first question, once it is established what investigators use the data for,
appropriate visualisations will be researched. Research into visualisations for other digital
forensic areas will be investigated and their effectiveness analysed. This will form the other part

of the literature review for this thesis.

3. Are visualisations for wehistory useful and an improvement on what is currently available? Can

this be generalised?

To evaluate the usefulness of the visualisations, an application will be built that takes in the
output from current web history analysers and visualises them. The same digital forensic
investigators interviewed previously will be asked to take part in a usability study and compare

the application against the tools they currently use.

This will generate guantitative and qualitative data which will be analysed to se e if the
visualisations improve the investigators ability to complete the tasks. Finally, it will be asked if

the results obtained here can be generalised to other areas of computer forensics.

2.3 APPLICATIONMETHODOLOI&GS

The application produced will b e called Webscavator, and it is intended to be open source and

easy for developers to add new visualisations.

2.3.1 DESIGN

The application will be a web application and will use the Model -View-Controller (MVC)

paradigm. MVC is a popular pattern used for web applications which treat web pages (the
view) as an interface to data held in a database (the model) via a controller. Due to the
separation of code, each part can be modified without causing significant interference to the
others. MVC also increases fexibility and reuse of code, and means that testing can be done on

each part individually.
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A web-based application was chosen over making a standalone application because the user
interface is easier to build and web technologies such as JavaScript offera plethora of toolkits
to create visualisations. Forensic investigators may already be familiar with Autopsy 12, a web-

based graphical interface for SleuthKit which works in a similar manner.

2.3.2IMPLEMENTATION

The application backend will be built usin g Python13, Python has its own web server, allowing
the application to be run locally on a specified port. No other networked devices will be able to
connect to the local server. The database system used will be Sqlité4. This simple RDBMS will
be used becase it is lightweight and minimises the installation burden for the application
(Sqlite comes with Python). The web application framework used will be WerkZeug %5, a
lightweight Python web toolkit . The visualisations will be built using various JavaScript

toolkit s. The literature review will help select the most appropriate one s.

2.3.3 TESTING

Unit testing will be carried out on each class using PyUnit 16, WerkZeug also has a suite of
testing tools that can create fake web requests which will test all the interfaces. Testing of the

visualisations will be done manually.

12 http://www.sleuthkit.org/autopsy/
13 http://python.org

14 http://sqlite.org

15 http://werkzeug.pocoo.org/

16 http:/pyunit.sourceforge.net/
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2.4 EXPERIMENTAL DESIGN

2.4.1USER TESTING

To evaluate the visualisations, a set of usability tests will be completed. The participants will be
given two scenarios and a set of questions for eah to answer. For each scenario they will try to
answer the questions using Net Analysis and Webscavator. Which program is used first will be
randomised, and to prevent the participants from applying their answer from the first program

to the second a different web history dataset will be given. Which dataset is given with each
program will also be randomised. There may be an element of learning once the participants are

on the second scenario, so it is expected they may do slighter better.

2.4.2 SCENARIOB®IGN

Two different scenarios will be formulated : one based on commercial forensic investigations
and one on police forensic investigations. Since commercial and police investigations are very
different, this will provide a more thorough test and each part icipant in the study will have at
least one scenario where they are more familiar with. This will be taken into account if the
results show a large difference between the scenario users are familiar with and the one they are

not.

The commercial scenario will be 3 months of fake web history for an employee working for a

fake company. The premise is that their manager is concerned that in a particular week the

1 Ox00al 1l zUwxUOEUVUEUDPYPUAwWT EUVUWEUOxx1 EwEOOwanth& OawEl E
know if this is due to the employee surfing the web rather than working. The emphasis on this

scenario will be on getting an overall picture of the user, comparing web history volume for

different days and seeing what websites they have visited.

The police scenario will be 3 months of fake web history for a person who is suspected of being

a mastermind behind a failed robbery at a jewellery store. The police want to know if there is

10



Chapter 2: Research Methodology

any evidence of this using their web history. The emphasis on this scenario will be onti 1 wUUI Uz Uw

search engine queries and files they have accessed on their computer.

2.4.30UTPUT DATA

To compare the useof the two programs some quantitative data will be collected. The questions
asked in each scenario will have right and wrong answers and will be given a rating. The length
of time it took to complete eachtask will also be measured. The participants will also be asked
UOwWUEU]I wl EET wOl wOT 1 PUWEOUPT UUwPPUT wEws EOOI PEI OEI

guess). This will make it easy to see if correct answers were fluke or not.

Since not much quantitative data can be obtained, more emphasis will be put on retrieving
gualitative data. An unstructured interview will take place after the testing which will include a
post-task walkthrou gh, where the participants can highlight any areas of the programs they
thought were particularly easy or difficult to use. 3T 1 ws EOOI B E wilD Brovgkes UEUD OT

guestions in the interview if any of the answers are wrong.

Finally, the investigators will b e given a survey based on! U O O Gysterd wWsability Scajea
mature and extensively used usability questionnaire (Brooke, 1996) This will consist of 20-30
statements comparing Webscavator to Net Analysis using a rating scale, concentrating on the

usability of the programs.

11






CHAPTEBR WEB BROWSERS

In order to understand what is available for visualisation , aninvestigation was undertaken into
what useful information is stored by web browsers . Simply relying on the output of 3 @ party
tools is not enough, as these do not always output everything that browsers provide . This
chapter describes what each of the most popular desktop web browsers retain about user

browsing history and how it is stored.

The five most popular desktop web browsers currently in use are Internet Explorer, Firefox,
Chrome, Safari and Opera. Together, these haveroughly 96.65% of the overall usage share.
Figure 1 shows the median usage share of web browses in May 2010 amalgamated from

various sources (Wikipedia, 2010).

Internet Explorer (IE) is the most widely used browser and is the default in all Windows
operating systems apart from Windows 7, where the user has a choice of which browsers to
include during installation. All versions of IE store internet history in binary indexdat fijles, making
it difficult to view the contents without using a hex editor. Firefox and Chrome store detailed

web history in easily viewable databases, and are both open source. Safari and Opera are

13
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propriety browsers, and store minimal web history in simple XML or plaintext files. Safari is the

EI T EUOUWEUOPUI UapkrélibgusystermsOl z Uw. 2 w7

In addition to storing history, b oth Chrome and Safari store the text of visited websites. Chrome
organises this in a table to make it easy for the userto search through visited pages, whilst
Safari puts everything into one file making it difficult to work out which website the text came
from. Safari also gores a screenshot of everynon-HTTPS web page visited.

1.98% 3-3°%
5.15%

7.73%
B Internet Explorer

B Firefox
B Chrome
50.53% B Safari

H Opera

m Other
31.26%

Figure 1 - The median usage share of web browsers

3.1 INTERNET EXPLORER

Internet Explorer stores files downloaded from the internet in a cache called Temporary

Internet Files (e.g. html pages, images CSS files) Each cached file is assigned an
alphanumeric cache name. Some i ndex.dat files serve to map the cached name with the

filename and URL it came from. Other index.dat  filesstoreUT T wUOUIT Uz UWEOOOPIT UwdUu
I PUUOUA wpE a wE I | hE @édra) R0gau bdeddaty wite©avelin binary format, and

needto be viewed using a hex editor.

14
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There are numerous index.dat files kept on Windows machines. Assuming the computer is

running Windows XP, the locations of the main index.dat files are:
C\ Documents and SettinjssUserName»Local SettingsHistory\ History.IE5\ index.dat

(Older history index.dat files can be found in

C:\ ... \History.lE5 \ MSHist[18digits] )

C:\ Documents and SettingsxUserName¥Local Settings Temporary hternet

Files Content.IES index.dat

For Windows Vista and Windows 7, the corresponding paths are:

C\ Userd <UserName¥Local Microsoft Windows History\ History.IE5\ index.dat

C\ Users <UserName¥Local Microsoft Windows Temporary Internet FilasContent.IES index.dat

The index.dat files all have the same format, and comprise of a header followed by a series of
records. There are four types of records:HASH REPR URLand LEAK HASHrecords are indexes
to the other three record types, and can be ignored as theyare only used internally by Internet
Explorer. REPR URL and LEAK are called activity records, since they each containinformation

about some sort of online browser activity (Jones, 2003)

There are a few differences between the various index.dat files. The one stored in the
Temporary Internet Files folder U T 1 wMBek.dat | -uw i i®WBedAo relate web files
to those cached on thecomputer, so this additionally stores the names of the cached folders in
the file header, and areference to a corresponding cache folder within each activity record (Mil

Incorporated, 2009). Other differences will be explained below.

3.1.1 INDEX.DAT FILE HEATHE

The headers contain a small amount of information about th e file and, for a cacheindex.dat ,

an array of cache folder names.

15
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o0 01 02 03 04 05 06 ¥ 05 09 O0Oa 0Ob Oc 0d 0Oe OF
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Ellient UrlCache
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Qooooodo0 fa 41 44 00 00 00 00 oo 04 00 00 00 44 01 00 o0 15T I
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nooaoos0 a0 0o
noooooa0 01 00 o0 SEWOD. .. 513CKMS0
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no0o00oog0 oo 00 00 00 00 00 Q0 oo 0o 00 00 00 00 00 00 00 v.oeveevensnnnnns
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Figure 24 A cacheindex.dat file header

Figure 2 shows the header of an examplecacheindex.dat file. All index.dat files start with
?Client UrlCache MMF 2 wi OO0O0O0OPI EwWEaAwUT T wYT UUDOOwdEXOE]I UOwbI f
blue, is the size of the file. All numbers are stored little -endian?’. Following on, in yellow, is a
pointer to the start of the first record (Jones, 2003)In this example the next part of the header
names four subfolders where the cached files are locatedt shown in green. In non-cache index.dat

files, these would be 0x00 (null) values.

3.1.2 INDEX.DAT FILE CONNES

There are three types ofactivity records. These contain URL information and have the following

common structure, illustrated by Figure 3:

e TYPE 4 bytes, eitherURL LEAKor REDR Shown in yellow.

o LENGTH4 bytes, contains the length of the record in 128 lyte (0x80) sized blocks.

17 Little Endian means bytes are stored with the least significant byte first. For example the hexadecimal
number 0x001a4000 (1,720,320) would be stored as 0x00 0x40 Ox1a 0x00.

16
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e DATA variable length, the data we are interested in. Shown in grey. The end of every
record is given by a 0x00 character, which can be seen in blue. The rest of the record is

just filled with junk (Jones, 2003)

oo ol 02 03 04 05 06 07 05 09 0a Obh 0Oc 0Od 0Oe OF

00007400 e EEDR. .. .EY..€)D(
oooo741o htep: /4 Jjavadl-al
00007420 t. sun. con/u/ESD6
00007430 /ISCDL /3 dk /6uz0-
00007440 b0Z/jre/0pen0ffi
oooor4sn ce_hanner en.ipdg
oooo7460 | [0 N-PAX-PiX-Bik-B
00007470 i%-Bi%-Bik%-bi%-P
00007480 | 55 52 4c 20 02 00 00 00 00 00 00 00 00 00 00 00  URL «ueeennneen..

Figure 3 - A REDRactivity record in a cacheindex.dat file

3.1.2.1REDR ACTIVITY RECSRD
REDRrecords contain just a URL and indicate a redirect to a different location.
3.1.22 URL ACTIVITY RECORDS

These are he important records and an example can be seen inFigure 4. The information held
in the DATASsection is dependent on the type of index.dat file. They all start with the last
modified time (in blue) followed by the last accessed time (in green) (Jones, 2003) Time is

stored in Windows FILETIME format (100-nanosecond intervals since ¥t January, 1601 UTC).

If the index.dat is a cache file, like that of Figure 4, the structure follows that of Table 1. If the

index.dat is a history file, the structure follows that of Table 2, and looks like Figure 5.
3.1.2.3 LEAK ACTIVITRECORDS

LEAK activity records lo ok the same asURLE E UD Y B U a AILEAK réddrE ¢ab be Yyenerated by
attempting to delete a URL cache entry when the associated temporary internet file cannot kze Wdeleted

(Murr, 2009) OU wO O UIT wi A dicraddit @dnafatamérror (@unting, 2010).
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0o 0l 02 03 04 05 06 0Y 0F 09 0a 0b Oc 0d Oe OF

00007280 P e ..esx
00007230 00 00 00 00 00 00 00 00 [ GERE.........
00007aad | 1d 04 00 OO0 OO0 00 00 OO0 0O OO0 00 00 00 00 . 00 e ee e ieeeaans
00007sb0 | 60 OO0 00 OO0 65 00 00 00 00 00 10 10 ac 00 00 00 “...heee... =moc
00007ac0 | 41 00 00 00 cO OO0 00 00 a9 00 00 00 00 00 OO0 00  A...h...@.......
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Figure 4 - A URLactivity record in a cacheindex.dat file
Location Meaning
Reference to the cache folder the file is located in(Jones, 2003) This is just
38 bytes in one byte long and is an index into the array of cache folders given in the file
header. Shown in dark grey in Figure 4.
The URL the file came from (shown in purple) . This is followed by the
name of the corresponding cached file stored on disk (orange) and finally
96 bytes in the HTTP headers (dark blue). Each part starts on a new 16 byteboundary

(Jones, 2003)
The Windows username is attached to the end of the HTTP headers (Mil
Incorporated, 2009).

Table 1 - The DATAstructure of a URLactivity record in a cacheindex.dat file
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Location Meaning
w4 1+ wUUE UVidiedi<userdd@ | w® w 3sia DRLuthe user with
96 bytes in the login name <user> has visited using their Internet Explorer browser

(shown in purple in Figure 5).

Table 2 - The DATAstructure of a URLactivity record in a His tory.IE5
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Figure 5- A URLactivity record in a History.IE5
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3.2 FIREFOX

index.dat
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ees W 1%-BVizited:
Sarahfhttp: £ fww
w.hhdsoftware. co
n/dispatch/hex/t
rialpay.html.%-F

file

Firefox version 3 (first released in 2008) employs a differentand much richer system for storing

browser history than its predecessor Firefox 2. Since only 2.75% of Firefox users still use

version 2 or lower, only Firefox 3 will be considered here, and will henceforth be referred to as

Firefox. Firefox uses SQLite database files to store browser history, bookmarks, cookes,

EOPOOOEEUOWI OUOwi D1 OEwi OUUD I aloftkatkeHibudpyl tHatinyperoentsu® O1 B O L

selfcontained, serverless, zayonfiguration, transactional SQL database engi@QLite, 2010)

18 http://marketshare.hitslink.com/browser -market-

share.aspx?qgprid=2&gpmr=40&qpdt=1&qpct=3&gpcal=1&qgptimeframe=M&qpsp=136&gpnp=1
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Assuming the computer is running Windows XP, the default path to the databasesis:

C)\ Documents and Settingsuser* Application Data Mozilla\ Firefox Profiles <profile folder¥
For Windows Vista and Windows 7, the default path is:

C)\ Userd <user* AppData Roaming Mozilla\ Firefox Profiled <profile folder®

The Firefox databases are stored in several differentsglite  files, which can be viewed using
an SQLite viewer such as SQLite Database Browse®. Several of these files hold important
forensic data, the most useful being places.sql ite and formhistory.sqlite , Which
Ul UxT EOPYIT OawU0OUI wlOT T wUOUT UzUwWEUOPUDPOT wi PUUOUaAWED
Firefox 3 stores history for a default of 90 days, which is significantly more than the default of 9

days for Firefox 2 (Pereira, 2009)

3.2.1 PLACES.SQLITE

places.sqlite is the main web history database and stores user bookmarks and accessed

URLs. The database contains 11 tablesThe two most important ones are moz_places and

moz_historyvisits . The fields in moz_places are described in Table 3 and the fields of

moz_ historyvisits are described in Table 4.

Field Meaning

id 3T 1T wWUOEEOI zUwx UPOE Ua wa bthedtables tdréfarehdd
rows of this table.

url Stores aunique visited URL.

title Stores the URLg page title.

rev_host Stores the reversel host name.

visit_count Stores the total visit count for this URL.

hidden Indicates if the URL will be displayed by the autocomplete function. A

19 http://sourceforge.net/projects/sqlitebrowser/
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typed

favicon i d

frecency

last_visit_date

value of 1 will keep it hidden and O will display it. Examples of hidden
URLs are queries and RSS feed¢Pereira, 2009)

Indicates if the URL was typed into the address bar or not. A value of 1
means it was manually entered.

A foreign key to the favicon table which stores the favicon 2 for each
URL.

Frecency is an amalgamation of the words frequency and recency.
Frecency B Uaus®ore given to each unique URI in Places, encompa
bookmarks, history and tags. Thisose is determined by the amount
revisitation, the type of those visits, how recent they were, and wheth
URI was bookmarked or taggefMozilla Developer Center, 2008a). This

YEOUI wbUwUUI EwE a w%bDRUs stadtRvighth e of ALE
and the higher the frecency the higher in the autocomplete the URL

will appear. Values of O are ignored (and have a value of 1 for

hidden ).

Stores the last time the URL was visited. This is a 64bit integer staing

number of microseconds since ¥t January 1970 UTC called PRTime
(Mozilla Developer Center, 2008b).

Table 3 - Fields in moz_places table in places . sqlite

Field Meaning
id 371 wWUEEOI ZzUwxUPOEUawOI aé
from_visit Stores he @ of the referring URL. If there is no referrer, stores the value 0.
place_id Stores a breign key to the moz_places table.
visit_date Stores the time the URL was visited in PRTime.
Shows how the URL has been accessd. There are seven possible values
The most common are: 1t the user followed a link and got a new top -level
visit_type window; 24 the user typed in the URL or selected it from autocomplete

results) and 3 ¢ the user clicked on one of their bookmarks to get to the

page (Mozilla Developer Center, 2005).

20 A favicon is an icon associated with a particular web page, and typically shown as a small imagein the

address bar of a browser viewing the site
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Stores the session ID that the URL belongs to(Mozilla Developer Center,
2005)

session

Table 4 - Fields in moz_historyvisits table in places . sqlite

Using from_visit and place id DPUwPUwx OUUPEOI wUOwUI UUEET wEwWUUI Uz
to a particular page. Using Figure 6 and Figure 7, it can be shown that an example user accessed

three additional pages on the website http://last.fm (an online music website) after they

accessed it for the first time. It can also be seen that m between these visits, the user also

searched on Google br lyrics and followed a link. T his intermixing can happen becausethe user

was using multiple tabs or had two instances of Firefox open to access multiple websites at the

same time. This is confirmed by the session being different for both sets of URLs.

moz_places only stores the unique URLs accessed, it combined with moz_historyvisits

Ewi UOOWEEEOUOUwWOI wUi 1 waiheredJz UwOOODPOI wi PUUOUawWEEOWE

id from wisit place id wisit date visit bype | session i
13 77559 12356 1260532309593000 3 427
14 7| 77391 54197 126053252092 1000 2 428
15 2| 7reaz 54193 1260532535000000 1 428
16 FIEY3 12355 12605 32556859000 1 427
17 77594 54194 12605331 69859000 1 424
18 FTEUS 54195 126053317321 8000 1 429
19 FTE96 54196 1260533 169843000 & 429
20 77904 S4203 12605332 12640000 1 429
21 705 54204 126053320909:3000 B 429
s FTO06 54205 1260533209453000 B 429
23 3 77907 54206 1260533230562000 1 425
24 4 7ra0s B4207 1260533237031000 1 425
25 7709 12358 1260533249078000 1 427
26 7LD 54205 1260533296093000 1 427
i ari=i | n A3 1 2AOSS33A5RTEANN 1 430 i
Figure 6 - Part of moz_historyvisits table showing the user clicking on links
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id url kitle ren bic[#
1032 1 54192 | htkp: v Jask Frofmosic/ 30+ Seconds+to+Mars)_Might+of+the+Hunter?autos| 30 Seconds | mf.tsal
1033 2 54193 htkp: v last Frofsearch?q=vox+populigfrom=ac Search — Las mf.tsal
1034 54194 htkp: e google, oo, uk)searchhl=en-GE8q=30+ secodns+to+mars+stranger- 30 secadns bku.oc.e
1035 54195 http: /s google, co, ukjurlFsa=tasource=webfct=restcd=1fed=0CAakJFiad url k. oc.E
1036 54196 htkp: [ s, Jyricskid ,comylyricsf30-seconds-bo-mars-lyricsfstranger-in-a-strange-| Stranger In o moc,dil
1037 54203 http: ffmedia, fastclick, netjw/safepop, cgitcid=1245088mid=36581 38sid=502828 safepop.cgi | ten, kil
1035 54204 http: ffrd, apmebf, com)w) safepop.caitcid=1945088mid=3658 1 38sid=509828c=1 safepop.cai moc.fb
1039 54205 http: ffmedia, fastclick, netjw/safepop. cgircid=1245088mid=36581 38=id=502828 safepop.cagi | ken. kil
1040 3 S4206 | htkp: [ vy last Frnf search?q=stranger+in+a+strange+Hand+thirky&from=ac ~ Search — Laz mf.tsal
1041 4 54207 htkp: f v last, Frnf search?q=stranger+in+a+strange-+Hand+2&tvpe=all Search — Las mf.tsal [,

Figure 7 - Part of moz_place s table showing the corresponding URLs in Figure 6

3.2.2 FORMHISTORY.SQLITE

Form history can provide useful information such as usernames, email addresses, postal
addresses andsearch engine queries. Firefox stores this data info rmhistory.sqlite »which
has asingle table called moz_formhistory , which appears to have no maximum size/time

limit (Pereira, 2009) The fields can be found in Table 5.

Field Meaning

id 31 1 wU Ermary keyd w x

fieldname Stores the name of the field on the form.

value Stores the value the user entered on the form

timeused Stores thenumber of times this value was submitted.

firstused Stores whenthe value was submitted for the first time in PRTi me.
lastused Stores whenthe value was last submitted in PRTime.

Table 5 - Fields in moz_formhistory  table in formhistory.sqlite

Google queries appear here with the fieldname as ? @2 dw . UT 1 Uw x O wil bdwedl w Ul EU
fieldnames such as? gUI Ua? Ow? Ul EUET 2 wEUWWE Qulmail sdsiEse fotins O U

send email, so email subjects and email address recipientanay be available too. Usernames and

passwords to websites can be found in signons.sqlite , but the username and password

fields are both stored encrypted, albeit these can be assessed if retrieved via the Firefox browser.
23



Chapter 3: Web Browsers

3.3 GOOGLEHROME
(Ow!l YYWw&OOT O wul O1 EUI EwOOUU WOl w"T UOO! utbderd OUUET w!
BSD license Chromium is essentially the same browser as Chrome, but lacks built-in automatic

updates and Google branding (Chromium, 2010a).
Assuming the computer is running Windows XP, the Chrome default path to user data is:

C\ Documents and SettingsxUser Name¥Local Sdings\ Application Data Googlé Chromé User
Data\

For Windows Vista and Windows 7, the default path is:
C)\ Userd <User Name¥®AppData Local Googlé Chromé User Data

Chrome uses SQLite databases similar to Firefox but with notable differences explained below.
All databases are stored in the directory Default , with history  and web data being the
most important. Chrome does not add extensions to its files; but fortunately SQLite databases
I EY] WE wi B 0O3QUite formn& B U upOll @PROD OT wUT 1 OQwl EVawUOwUl EOT OPUI
Chrome is not consistent with which datetime format it uses. Some tables use standard Unix
Epoch time (microseconds since ) EOUEUa whiNAY Awb T D O U dwy @batidn oftUw U UT w"
Windows Filetime  divided by 10 to give the nu mber of microseconds since 1601(Chromium,

2009a)

2.3.1HISTORY

Similar to places.sqglite in Firefox, history  contains a table of unique URLSs visited called
urls , and a table for each unique visit called visits . Also, like Firefox, it is possible to trace a
Wi Uz 0wxEOT wodwOi | wpi éferihg URL & anddsit typE ©(d & field Baindd U w

transition ). Table 6 and Table 7 show the fields in urls and visits  respectively.
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Field Meaning

id ThetabOl z Uwx UPOEUA WOl ad w31 PUwbUwUUI
rows of this table.

url Stores a unique visited URL.

title 20001 UwOT 1 wa1+zVUwxET T wOPOOI &

visit_count Stores the total visit count for this URL.

typed_count

last_visit_time

Stores the number of timesthe URL was typed manually.
200U1I UwU0T 1T wOEUUOwWUDPOT wUOTT wa4l+wbE

time format.
hidden Indicates if the URL will be displayed by the autocomplete function. A
value of 1 will keep it hidden and 0 will display it.
favicon_id A foreign key to the favicon table which stores the favicon for each
URL.
Table 6 - Fields in urls table in history
Field Meaning
id 371 WUEEOI zUwxUDPOEUAwWOI ad w
url Stores a foreign key to theurls table.
visit_  time 20001 Uwli 1 wOpO! wli | wa1+whpEVWYDUDUI
from_visit Stores thei of the referring URL. If there is no referrer, stores the value 0.
Shows how the URL has been accessed. Unlike Firefox, which just gives a
number to represent the type of transition, Chrome has some additional
information such as whether this was a client or server redirect and if this
transition URL is the beginning or end of a navigation chain. The transition is a
number, and bit-masking is used to extract various specific information
(SANS Computer Forensics, 2010) There are 11 page transition types, such
as 0t user followed a link, 1 ¢ user typed in the URL and 6 ¢ this is the
UUT Uz Uwi 061 x Ehromidt(2D108).x E1 1 w
20001 UwUOT 1T wUI 1T 0l OUWPESwWw( OwbUwbdOOU wH
segment_id called segments and segment_usage also in history , and they appear
to store the domain names of accessed URLs along with a total visit count.
is_i ndexed

Stores whether this URL is indexed or not, a 1 meaning it will be indexed.

Table 7 - Fields in visits  table in history
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3.3.2 WEB DATA

Login and autofill data is stored in web data . The table logins stores saved usernames ard
passwords for URLs. The password is stored encrypted, with the username plaintext . The table
autofill stores values the user has used in forms. This is joined toautofill_dates which

stores the last used date for the data. There are also tables callecdutofill_profiles and

credit_cards PT PET wEOOUEPOwWUT 1 wUOUI Uz UwWwEI UEPOUWEOEWEUI

automatically added to web forms.

3.3.3 HISTORY INDEX FILES

In the same folder are files named History - Index - YYYY:- MMwhich store the textual contents
of any page visited. This is used when the user searches though web history with keywords .
Over time these files can grow very large, to tens of Gigabytes. This has been issued as a bug in
the browser (Chromium, 2009b), but can be of importance to a forensic investigator who can

also do keyword searches to get an idea of the contents of the pages the user was visiting.

3.4 SAFARI

Safari has a very simple method of storing browser history compared to Internet Explorer and

those that use SQLite databases.

If the computer is running Windows XP, the Safari default path to user data is:
C\ Documents and SettingjsUser Name®Application Data Apple Computér Safarl
For Windows Vista and Windows 7, the default path is:

C:\ Userd <User Name®AppData Roaming Apple Computér Safarl

For Apple OS X computers, the default path is:

/Users/<User Name>/Library/Safari
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3.4.1 HISTORY.PLIST

History is stored in a standard OS X binary property list file, History.plist . History is only
stored for a month by default, but this can be changed to a year or manual deletion. The data
can easily be viewed in a hex editor, but can be converted to a structured text file on Macintosh

computers by typing in the following command (Craiger & Burke, ?):

$ defaults read /Users/<username>/Library/Safari/History > history.txt

This produces output like that in Figure 8.

{
WebHistoryDates = (

{
" = "http://www.twitter.com/";
D= (
1
);

lastVisitWasFailure = 1;

lastVisitedDate = "297678774.0";

redirectURLs = (
"http://twitter.com/"

);

title = "Twitter / Ho me";
visitCount = 2 :

" = "http://www.apple.com/startpage/";
D=(

ONRFRRWWE

W = (

12,

18,

15,

31
);
lastVisitedDate = "297678768.7";
title = "Apple - Start”;
visitCount = 87;
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);
WebHistoryFileVersion = 1;

Figure 8 - Sample output from converting History.plist

The format for each entry appears to have the4 1 + wYBDUDUI EQuwi OOOOPI EwEa wEWOE
O P U U w G aptiodak dasuvisit was a failure g the date this URL was last visited, an optional
redirect URL, the URL page title and the total visit count. Safari stores the date as the number of

seconds since ¥ January 2001 GMT(MacScripter, 2006)

It is not clear what the D and W lists are for, as the only reference to History.plist on the
internet is to an older version of Safari which stored fewer fields. The D and W values add up to
the value in visitCount , so may represent previous visits although it is not clear how. Even
though History.plist only stores the last visit date, when viewing web history in Safari it

shows all previous dates (but not times) of visits.

3.4.2 OTHER SIGNIFICANTTRA

Other files that are wuseful are Bookmarks.plist and Form Values.plist

Bookmarks.plist EOOUEPOUWEwWOPUUwWOI w U FdrmuValids.plist U w BIEOOOE U O L
UUT Uz Uw i OW haweré xthisUfllewappears to store data in an encrypted format

(Cunningham, 2007).

Safari also keeps ahumbnail and screenshot of every website visited (apart from secured pages

such as HTTPS)in a folder called Webpage Previews 6 w3 T DPUwbDUwUUI Ewi OUWE D U x (
top 10 websites and web history within the browser, as can be seen inFigure 9. This folder

could be immensely valuable to a forensic investigator who has an exact screenshot of what the

user was looking at, especially as itmay take screenshots of any webmail accessedFerox, 2009)

However it is difficult to match screenshots with web pages in History.plist without going

via the Safari history browser as there does not seem to be @ obvious correlation, and the

screenshots do not include the URL.
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Finally in a folder called History

visited. Both this file and the Webpage Previews

a file called _<letter>.cfs

stores the text from websites

folder can grow very large if the user uses

the web heavily or turns off the default 1 month period of storing screenshots and plaintext .

&) History

=%

« +[@
| fpple  Yahoo! Google Maps YouTube Wikipedia
COLLECTIONS

@ History

|| Bookrarks Bar ...
'=| Bookmarks Menu
[ Al RSS Feeds

BOOKMARKS

[ Imported IE Fa...
[ Imported Mets...

hikkp: f

Bookmmark
¥ .5 11 June 2010
Apple - Start
B (5010 June 2010

O~ &~

¢ | | Qr Google

Mews (33) * Popular *

Apple - Start

W, 3pple. comstartpage)

Address

hittp: f e apple. cormfstartpagef

Figure 9 - Viewing web history in Safari. The image displayed is a cached thumbnail of the website.
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3.5 OPERA

Out of all the popular browsers, Opera leaves behind the least amount of useful information for

investigators. Not only is the data stored in plain text format, but it does not record every URL
visited, only the latest one. Therefore it is impossible to tell how often someone has visited a
particular website. Even when viewing web history from within the browser , only the latest
entry is shown, giving a false impression of the actual history. For example if someone went to
exactly the same websites two days in a row, the first day would have no history associated to

it, since each entry would be overridden by the latest visit.

If the computer is running Windows XP, the Opera default path to user data is:
C\ Documents and SettinsUser Name®Application Data Opera Opera

For Windows Vista and Windows 7, the default path is:

C)\ Userd <User Name®AppData Roaming Opera Opera

There are two important files in this directory, global_history.dat and

typed_history.xml

3.5.1 GLOBAL_HISTORY.DAT

global_history.dat is a plaintext file which stores details for each URL visited. Each entry

takes up four lines as described in Table 8.

Figure 10 shows some entries inglobal_history.dat and Figure 11 the same entries shown
POw. xI UEzUwl PUUOUVawYPI Pl UBw( OwbPUwWUBEOI EUwDbI
and the viewer means, and how 1936804 corresponddo 2 and -1 to 1. They do not correspond

to number of visits.
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Line Meaning

1 The title of the website.
2 Website URL.
3 Time of the last visit. This is the number of seconds after the Unix Epoch UTC.
An BOUT TT Uw Ul xUT Ul OUDPOT wUT 1 uGudjobssdd, 02010P This |
4 number seems to be set to-1 initially, and rises to several million if the website has

been visited more than once. It is not clear how this relates to the popularity column
when you view web history via the Opera browser.

Table 8 - Table showing what each line in global_history.dat means

http://cuteoverload.com
http://cuteoverload.com
1276255696

1936804

BBC NEWS | News Front Page
http://news.bbc.co.uk

1276255696

-1

Figure 10- Example entries in global_history.dat
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B © e [ SR

Dpen v E‘Dehte a5 view ~ | [v]
Mame Address Wisited Popularity
4 | J!] Today
i 4 " cuteoverload.com
% " httpe/fcuteoverload. caom hkkp: ffcukeaverload, com 11j06/2010 12:28:14 2

4 | | news.bbe.co.uk
|E| BEC MEWS | Mews Front Page htkp:ffnews. bbe, oo,k 11j06/2010 12:28:16 1

[ 0 Opera.com

Figure 11¢ Same entries as inFigure 10viewed via Opera's history viewer

3.5.2TYHED_HISTORY.XML
Typed_histo ry.xml is an XML file that has an entry for each URL that was typed in

manually. Each entry is in the format:

<typed_history_item content="url" type="type" last_typed="date" />

EUUOEOOxO1 Ul wEOEwWsUI RUzZ wOl EQUwWwPUwPEUwWUax] EwbOwWOEC

and not all of them.
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CHAPTER: FORENSIC WEB HIRMOPROGRAMS

SOEEazUwWEDI DUEOwI OUI OUD E wds@hat talelibtheBvebthistary I&gUilesE wx O1 U
described in Chapter 3 and transform them into human readable data. An investigation into

some of thesetools was performed in order to discover limitations in how these tools present

information that may be addre ssable with visualisations. The investigation was carried out by

examining and using the tools with example browser history files, and interviewing computer

forensic investigators to find out what they thought of the tools they used.

The most commonly used tools (Pasc®1, WebHistorian2?2 and Net Analysis?3) are described
below. Other tools investigated were Firefox 3 Extractor?4, FoxAnalysis?s, ChromeCacheView?s,

OperaCacheView?’, IECacheView?® and Firefox Forensicg®.

21 http://www.foundstone.com/us/resources/proddesc/pasco.htm
22 http://www.mandiant.com/products/free_software/web_historian/
23 http://www.digital -detective.co.uk/netanalysis.asp

24 http://lwww.firefoxforensics.com/f3e.shtml

25 http://forensic -software.co.uk/foxanalysis.aspx
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Tools such asPascojust convert web browser history files into a tab-delimited text file. The
results are then viewed using a separate program, usually a spreadsheet application. More
advanced tools such as Net Analysis and WebHistorian show their results in a table and allow

the user to search, sortand filter the results without resorting to an external application.

There are a few parts of web history files that are not well understood. For example, the tools
which process Safari history.plist i DOl UWEUI wOOOT wUT 1 wp Bidlds,dndE E O U U wl
DT OOUT wUOi 1 08 w. x1 UE z Uglopak Ristoty @ U b Ufdegswalsobignddef.wud O wb U U w

4.1 TOOLS COMPUTER FORENSIVESTIGATORS USE

Three digital investigators were interviewed to find out what tools they used and the problems

they faced with them. One investigator works for the Scottish Crime and Drugs Enforcement
Agency (SCDEA) and uses Net Analysis and WebHistorian. The other two investigators work
for a large financial company and do not use any specific web history tools, but use EnCasefor
all their investigations . EnCaseis often cumbersome and difficult to use and more often than

not the investigators export the output to Excel and use that to analyse the web data.
Several common problems were found:

¢ Information overload. Net Analysis has 45columns and shows all the data in one large
table, requiring both vertical and horizontal scrolling to see all the data. EnCase and

WebHistorian also have many columns.

e |t is difficult to show and explain findings to police officers and other non-technical
people or those unfamiliar with the software. A lot of explanation is required to

highlight the relevant data and explain what it means.

26 http://www.nirsoft.net/utils/chrome_cache_view.html
27 http://www.nirsoft.net/utils/opera_cache_view.html
28 http://www.nirsoft.net/utils /ie_cache_viewer.html
29 http://www.machor -software.com/firefox_forensics
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e Current searches within WebHistorian and Net Analysis do not allow for regular
expressions or fuzzy searches.lIt is often easier to search and sort in Excel than in

EnCase.

websites. URLs from automated RSS feeds, tickers and advertsobscure genuine

browsing history . It is difficult to f ilter this clutter. A lot of time is spent by the

4.2 PASCO

Pascois a simple tool that converts Internet Explorer index.dat files into tab delimited text
files. Pasco isinclud ed in the Open Computer Forensics Architecture3 (OCFA), a computer
forensics framework built by the Dutch National Police. Pasco is run using the following

command:

$ pasco index.dat > internet_explorer_history.txt

By default the output is a tab-delimited CSV file, which can be imported into a spreadsheet
application like Excel. The SCDEA investigator said programs that do nothing but convert web
history are not used becausethe vast quantity of data they produce makesit infeasible to work
with the output in external programs such as Excel.However, both the other interviewees
found exporting data from EnCase to an Excel spread-sheet made examining and processing the

results easier.

30 http://freshmeat.net/projects/ocfa
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A B D E F G H ] 1 K L S|

1 [TvPE JuRL MODIFIED TIME ACCESS TIME FILENAME DIRECTORY HTTP HEADERS

2 |URL  http://i.real.com/g/pics/space.gif 02/09/2001 23:44 02/02/2005 15:04 space[1].gif 456NWTMR HTTP/1.0 200 OK ETag: "4201c6-2b-3a8480eb" Content-Le
3 |URL  http://windowsupdate.microsoft.com/red 10/21/2004 04:14:49  01/24/2005 16:39:53  redirect[1].js A963KDYV HTTP/1.0 200 OK Content-Length: 8891 Content-Type: ap|
4 |URL  http://vS.windowsupdate.microsoft.com/v  06/15/2004 21:48:24  01/24/2005 16:40:10  toc[1].]s CLABK1AB HTTP/1.0 200 OK Content-Length: 12378 Content-Type: aj
5 |URL  http://office.microsoft.com/global/images 06/24/2004 03:50:55 01/25/2005 11:16:55 ZA011357811033[1].gif A56NWTMR HTTP/1.0 200 OK Content-Length: 8189 Content-Type:im
6 |URL  http://v5S.windowsupdate.microsoft.com/¢ 08/04/2004 00:05 01/24/2005 16:15:40  wuident[1].cab CLABK1AB HTTP/1.0 200 OK Content-Length: 7314 Content-Type: ap|
7 |URL  http://vs.windowsupdate.microsoft.com/n 06/11/2004 02:51 01/24/2005 16:40:18  News_bg_RightTop[1].gif  456NWTMR HTTP/1.0 200 OK Content-Length: 84 Content-Type: imag
8 |URL  http://office.microsoft.com/en-gh/FX0103 01/25/200511:33:38 01/25/2005 11:33:45  FX010354621033[1].htm OHEFETA3 HTTP/1.0 200 OK Content-Length: 16739 Content-Type: te
9 |URL  http://realguide.real.com/4plus/main_.js  04/18/2002 20:08:34  02/02/2005 15:04 main_[1].Js OHGFETA3 HTTP/1.0 200 OK P3P: CP="CAO NON DSP NID ADM DEV C\
10 |URL  httpy//vS.windowsupdate.microsoft.com/n  01/24/2005 16:40:08  01/24/2005 16:40:08  mstoolbar[1].htm OHBFETAZ HTTP/1.0 200 OK X-Powered-By: ASP.NET Content-Type:

Figure 12 - Example output from Pasco shown in Excel

4.3 WEB HISTORIAN

Web Historian is a free tool from Mandiant, an information security company which provides

incident response and computer forensics to several US law firms (Mandiant, 2010). Web

Historian converts Internet Explorer index.dat

files, Firefox and Chrome SQLite databases

Web Historian is used by the SCDEA, mainly because their default program, Net Analysis, does

not yet support Chrome.

WebHistorian scans the computer for all browser files, and produces a table of results like that

of Figure 13. All the browser files found are analysed in one run, as multiple browser history

files will exist on a single computer (even when using the default Internet Explorer browser,

multiple ndexdat files exist). There are a total of 18 columns, most of which are relevant to Firefox

and Chrome and not Internet Explorer. Viewing all of these requires a lot of horiz ontal

scrolling. WebHistorian only shows 100 rows at a time, with no option to view mor e or less

which makes it frust rating when having a quick scroll through all the data.

WebHistorian was the only tool UQwUUT wsdB Wi ORPOT z UwUIT | Ttoapd wsd 1 + wi |

the method via which the URL was accessed (for example, from a bookmark or from an HTML

link) . Even though WebHistorian show s the referring URL, this is not linked to a specific history

entry, despite the fact this information is provided by Firefox and Chrome. This makes it

difficult to reconstruct the exact path the user used to navigate to a particular URL (although

guesses can be made using timestamps). For examplethere may be multiple history entries for
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http://mww.google.co.uk/ . If the user has visited nttp:/mww.example.com/ with referrer http:/mww.google.co.uk/ , it

is impossible to know which of the http:/mww.google.co.uk/  entries resulted in the referral.

[P MANDIANT Web Historian LEE
|

File  Edit Wew Tools Help Search

o HMel s sl E S & R

(}' ‘w/eh History JJ Cookie History < Downlaad History }FnlmH\slnw \E Thumbnails

PMOA |51z of 513 ‘ > bl ‘ My Fiers] .

Profile Browser ame Browseiversion | Usetname URL PageTite HastMame Hidden Typed LastvisitDate Visitrom VisitType &
Default Chrome 5037570 Sarzh hittp: /v face... | Welcome to Fac.. false 26/05/201012:46 Typed
Detault Chrorne: 5037570 Sarah http:A#vwvma face. . | Wwelcome to Fac false 10/06/2010 12:24 Bookmarl
Default Chrome 5037570 Sarzh https://login face... | Facebook false 26/05/201012:46 | hitp: /Y v facebook. com/ Form Sub
Detault Chrorne: 5037570 Sarah https:#/login face. . | Facehook false 10/06/2010 12:24 Form Suk
Default Chrome 5037570 Sarzh http: /v face... | Facebook false 26/05/201012:46 | hitps:/Alogin.facebook.com/loginphp... | Form Suk
Detault Chrorne: 5037570 Sarah http:##wwma face. . | Facehook false 10/06/2010 12:24 Form Suk
Default Chrome 5037570 Sarzh hittp://static.ak fa... tiue 26/05/201012:46 Auto Sub
Detault Chrorne: 5037570 Sarah http: ##static. ak fa true 28/06/2010 12:47 Auta Sub
Default Chrome 5037570 Sarzh hittp://static.ak fa... tiue 26/05/201012:47 Auto Sub
Detault Chrorne: 5037570 Sarah http: ##static. ak fa true 28/06/2010 12:47 Auta Sub
Default Chrome 5037570 Sarzh hittp://static.ak fa... tiue 26/05/201012:47 Auto Sub
Detault Chrorne: 5037570 Sarah http: ##static.ak fa true 28/06/2010 12:47 Auta Sub
Default Chrome 5037570 Sarzh hittp://static.ak fa... tiue 26/05/201012:47 Auto Sub
Detault Chrorne: 5037570 Sarah http: ##static.ak fa true 28/05/2010 12:48 Auta Sub
Default Chrome 5037570 Sarzh hittp://static.ak fa... tiue 10/06/201012:24 Auto Sub
Default Chrame 5037570 Sarah hitp:/#static.ak fa... e 1040672010 12:24 Auto Sub
Default Chrome 5037570 Sarah hittp:/#static.ak fa tiug 10/06/201012:24 Auta Sub
Default Chrame 5037570 Sarah hitp: /A face... | Faceboaok false 28/05/2M012:47 | hitp: /A facebook. coms Link.
Default Chrome 5037570 Sarah http: /v face. tiug 26/05/201012:47 Auta Sub
Default Chrame 5037570 Sarah hitp: /A face... | Faceboaok false 28/05/2M012:47 | hitp: /A facebook. coms Link.
Default Chrome 5037570 Sarah hittp: /v face... | Facebook false 26/05/201012:47 | hitp: v facebook. com! Link
Default Chriame 5.0.375.70 Sarah hitp:##wwwaface... | Faceboak false 28/05/2M012:47 | hitp:/Awwm. facebook. coms Link.
Default Chiarme 5037570 Sarsh http: /v Face. tue 26/05/2010 12:47 Auta Sub
Default Chiome 5037870 Sarzh hittp: /v face... | Facebook false 28/05/20M1012:47 | hitp: /A v facebook. com/! Link
Default Chiarme 5037570 Sarsh http: /v Face. tue 26/05/2010 12:47 Auta Sub
Default Chiome 5037870 Sarzh hittp: /v face... | Facebook false 28/05/20M1012:47 | hitp: /A v facebook. com/! Link
Default Chiarme 5037570 Sarsh http: /v Face. tue 26/05/201012:47 Auta Sub
Default Chiome 5037570 Sarzh hittp: /v face... | Facebook | Sara.. false 26/05/201012:47 | hitp:/fwea. facebook. comAowmanic?... | Link - Re
Default Chromne: 5037570 Sarah http: £ A face tiue 28/06/2010 12:47 Auta Sub
Default Chiome 5037570 Sarzh hittp: /v face... | Facebook | Sara.. false 26/05/201012:47 | hitp: /A v facebook. com/! Link
Default Chromne: 5037570 Sarah http: £ A face tiue 28/06/2010 12:47 Auta Sub
Default Chiome 5037570 Sarzh hittp: /v face... | Facebook false 26/05/201012:48 | hitp: /Y v facebook. com/! Link
Default Chromne: 5037570 Sarah http: £ A face tiue 28/05/2010 12:48 Auta Subl
< >

Websites: 51233/51233 | Cookies: 3168{3165 | Downloads: 3957/3957 | Forms: 2486/2486 | Thumbnails: 40

Figure 13+ Example Web Historian screenshot

WebHistorian even tries a couple of visualisations, which unfortunately are more of an eyesore
than useful. Figure 14 shows a pie chart of all the domains visited . The only two things that can
be gathered from this pie chart are that a) the user visits a lot of domains and b) they visit
google.co.uk and facebook.com the most.The pie chart is non-interactive and it is impossible to
decipher the rest of the text on the chart. As well as this, the pie chart grinds WebHistorian to a

halt.
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